ABSTRACT
INTRODUCTION
An Ideal watermarking system is used to embed an amount of information that could not be removed or altered without making the cover object entirely unusable. A digital watermarking is a piece of information which is embedded in the digital media and hidden in the digital content in such a way that it is inseparable from the data. These water marks may be visible or invisible. But when we water mark the object it should not deteriorate the overall quality of the object. Invisible watermarks are inserted into documents to trace a possible illegal use.
The working principle of the watermarking technique is similar to the stegonography method. The figure shows the watermark embedding system. The secret key here is used to enforce security to the image , which prevents the unauthorized parties from manipulating the Image or recovering the watermark .
Properties of watermarking:
There are number of important properties that watermark exhibit. Some of the important ones are given below:
* Robustness:
Robustness describes how well watermarks survive common signal processing operation. The Image may have to undergo variety of distortion.
* Fragility:
In some cases we may have to allow the user to copy or use the data may be image or the text or others, without any alteration to them. But any small alteration could destroy the watermark inserted into it. Thus if not detected, it can be ascertained that the object has been altered and necessary steps can be taken to regain the original modification by removing those changes to the object.
* Fidelity:
The fidelity of a watermarking system refers to the perceptual similarity between the original and watermarked versions of the input object.
* Tamper resistance:
A successful attack on the watermark system can damage or completely remove a watermark. Anticipation of such attacks and resistance against them comes in the tamper detection and tamper removal category.
Fuzzy C-Means Clustering (FCM) [2]:
A fuzzy C means is one of the unsupervised grouping technique. Here each point has a degree of belonging to clusters, as in fuzzy logic, rather than belonging completely to just one cluster. Thus, points on the edge of a cluster may be in the cluster to a lesser degree than points in the center of cluster. For each point x we have a coefficient giving the degree of being in the kth cluster u k (x). Usually, the sum of those coefficients for any given x is defined to be 1:
With fuzzy c-means, the centroid of a cluster is the mean of all points, weighted by their degree of belonging to the cluster: The degree of belonging is related to the inverse of the distance to the cluster center:
then the coefficients are normalized and fuzzyfied with a real parameter m > 1 so that their sum is 1. So
For m equal to 2, this is equivalent to normalizing the coefficient linearly to make their sum 1. When m is close to 1, then cluster center closest to the point is given much more weight than the others, This algorithm is similar to kmeans.
The fuzzy c-means algorithm :
 Choose a number of clusters.
 Assign randomly to each point coefficients for being in the clusters.

Repeat until the algorithm has converged (that is, the coefficients' change between two iterations is no more than , the given sensitivity threshold) :
 Compute the centroid for each cluster, using the formula above.
 For each point, compute its coefficients of being in the clusters, using the formula above.
The algorithm minimizes intra-cluster variance as well, but has the same problems as k-means; the minimum is a local minimum, and the results depend on the initial choice of weights. This FCM can also be considered as expectationmaximization algorithm. It is a more statistically formalized method which includes the idea of partial membership in classes. It has better convergence properties than other clustering algorithms.
3 Proposed scheme [1]:
Authentication Data Embedding :
Without loss of generality here we are adding the secret information into the image. For this reason, assume that the original host image H is a 8-bit grayscale image of size M × M pixels, where M is assumed to be an even number. The original image is divided into non-overlapping 2 × 2 blocks B j (1 ≤ j ≤ M /2 × M/ 2) which are arranged by the order from left to right and then top to bottom.
To generate and embed the authentication data, the two LSBs of all the pixels within each block are first set to zero. Each block B j can be regarded as a 4-dimensional vector, Bj=(B j1 , B j2 , B j3 , B j4 ), where B jk (1 ≤ k ≤ 4) represents a pixel color within block B j . The FCM clustering is then applied to classify all the blocks into C clusters. After performing the FCM clustering, a membership matrix U of size C × (M/ 2 × M/ 2) is acquired, in which jth column indicates the membership degrees between block B j and all the C clusters. For each column in U, the C membership degrees are rearranged in a descending order to obtain a new membership matrix ^U. A feature sequence F = {f 1, f 2, . . . , f M/2×M/2 } can be generated from ^U by
where ^u 1j and ^u Cj represent the maximum and minimum values of jth column in ^U, respectively, and . denotes the floor operation. Now we need to generate the random sequence of R={ r 1 ,r 2 ,… r M/2×M/2 } using the pseudorandom number generator technique seeded with a secret key SK, where 0≤r j ≤ 255. For each block B j the corresponding authentication data a j is constructed by the the following formula :
where the symbol denotes the exclusive or operation. The resultant authentication data is now embedded into the 8 LSBs of the corresponding image block, and the watermarked image is obtained. Here the secret key SK and the cluster center information need to be kept secret by the owners for further tamper detection.
Tamper detection:
The possibly distorted image H", as in the authentication data embedding procedure, is first divided into nonoverlapping 2 × 2 blocks B j " ( 1 ≤ j ≤ M /2 × M 2). By verifying the authentication data embedded in each image block, we can determine whether a image block has been tampered with. To perform tamper detection, the embedded authentication data sequence, A = {a 1 , a 2, . . . ; a M2×_M2 }, is extracted from all the blocks of image H", and then the two LSBs of all the pixels within each block are set to zero. A membership matrix U" of size C × (M/ 2 × M/2) can be acquired by employing the following membership function, together with the weighting exponent m and the set of cluster centers V kept by the image owner, to all blocks
where C is the number of cluster centers contained in V. For each column in U", the C membership degrees are sorted in a descending order to obtain a new membership matrix ^U" . A feature sequence F" ={ f 1 ", f 2 ", . . . ; f" M2×_M2 } can be derived from ^U" by utilizing Equation 5 Now we need to generate the random sequence of R={ r 1 ,r 2 ,… r M/2×M/2 } using the pseudorandom number generator technique seeded with a secret key SK that is secured by the owner, where 0≤ r j ≤ 255. The authentication data sequence A"={a" 1 , a" 2, . . . , a" M/2×M2 } corresponds to image H" can be computed by applying F" and R to Equation 6 Finally, the legitimacy of each block B" j can be recognized by comparing a" j with a j . If they are the same, B" j is a legitimate block; otherwise, it is regarded as a tampered block.
Tamper Removal :
The tamper detection algorithm here detects and highlights the area that has been tampered in the image. Now the OR operation can be applied between the two images i.e the original watermarked image and the tampered image, to remove the tampering from the image and regain the original image back for further processing.
Conclusions:
The proposed scheme authenticates the and thus helps in checking the integrity of the image. This system not only recognizes the integrity also recognizes and highlights the area where the image has been tampered. Based on this results one can decide the further steps. The same data can be used to authenticate the minimal watermarking detection for all the system needs. By using the cluster center we can change the application enhancement for improving the watermarking techniques. This proposed system also provides the opportunity for removing the changes done to the image and regaining the original one with no loss of information.
The experimental result has yielded the satisfactory results. But the draw back of this proposed system is, it does not give 100 % accuracy, it can do only 99% tamper detection. 
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